HDSENTINEL GUIDE FOR SYNOLOGY DS216 PLAY

HIGH LEVEL STEPS:

1. Synology NAS Web Ul Setup:
a. Enable ssh service for Synology NAS
b. Create shared folder in Synology NAS to be used by hdsentinel for Synology NAS
2. SSH Connection Setup:
a. Install hdsentinel for Synology NAS
b. Test if hdsentinel is working for Synology NAS
c. Schedule background job for hdsentinel on Synology NAS to generate the disk report
3. Hdsentinel for Windows Setup:
a. Testif hdsentinel in Synology NAS is able to generate a report
b. Configure hdsentinel in Windows to monitor the hdsentinel disk report from Synology NAS

DETAILED STEPS (SYNOLOGY NAS WEB Ul SETUP):

LOGIN TO SYNOLOGY NAS WEB Ul

1. Open Web Browser and type the IP address of your Synology NAS (with port 5000 or 5001)
a. Alternatively, you may type https://finds.synology.com/ in your web browser to automatically find the Synology NAS:




finds.synology.com

Find Your Synology NAS

To use Web Assistant to locate your Synology device on the local network, Synology collects the data below. This information will be deleted
upon completing DSM installation. Refer to the Data Collection Disclosure and Privacy Statement for details.

Server name DisksStation

1P address 102165 [
MAC address I
Serial number I

DSM version 7.1.1-42962

Model name DS216play

Status Ready

Don't see your Synology device here?

2. Login to the Synology NAS with a username with administrative rights.
a. Confirm if the logged in user has administrative rights by going to the path below:
i. Control Panel -> User & Group -> User -> User Groups -> administrators (must be ticked)
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ENABLE SSH SERVICE FOR SYNOLOGY NAS

1.

Enable SSH service on the Synology NAS by going to the path below:
b. Control Panel -> Terminal & SNMP -> Enable SSH Service (must be ticked). Retain the default port number:
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c. Click “Apply” to save the changes

CREATE SHARED FOLDER IN SYNOLOGY NAS

1. Create a shared folder to be used by hdsentinel for Synology NAS by going to the path below:
a. Control Panel -> Shared Folder -> Create -> Create Shared Folder:
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b. Use a descriptive name for the folder (in this guide, the folder name is ”dsentinel”):



.3 Q Create Edit Delete Encryption = Action ~

Shared Folder

i - hdsentinel
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- P Edit Shared Folder hdsentinel

B Domain/LDAP

General Encryption Permissions Advanced Permissions NFS Permissions
Name *: hdsentinel

O External Access Description: Hard Disk Sentinel

/_\ Network Location: Volume 1: ext4 b

Security Hide this shared folder in "My Network Places

Hide sub-folders and files from users without permissions i
& Terminal & SNMP
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2. Verify if the shared folder can be seen from Windows Explorer:
a. Identify the name of your Synology NAS for SMB by going to the path below:
i. Control Panel -> File Services -> SMB -> Enable SMB service (must be ticked)
ii. Check the value in “PC (Windows Explorer)”:
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can enable Recycle Bin on the edit page of des

= After folders are indexed at you can use Mac Finder or Windows File Explorer to search the files and contents within

Enter the following address to access shared folders using a computer in your local network:

PC (Windows Explorer): \\DS216Play

Mac (Finder): smb://DS216Play

Aggregate and connect multiple shared folders in the local netwark into a portal folder on your DiskStation. This function makes it easy to access the growing number of shared folders directly from your local computer.

Enable Aggregation Portal

cal network devices can use Windaws network discovery to access files on your DiskStation

' Enable Windows network discovery to allow file access via SMB

b. In Windows Explorer, check if the created shared folder can be seen:
i. Inthe folder path, type the SMB name in the previous step, and check if the “hdsentinel” folder exists:

MNetwork

ds216play

hdsentinel




DETAILED STEPS (SSH CONNECTION SETUP):

LOGIN TO SYNOLOGY NAS VIA SSH

1. Download and install PuTTY:
a. URL of PuTTY is https://putty.org:

=/ /putty.org

Download PuTTY

PuTTY is an SSH and telnet client, developed originally by
Simon Tatham for the Windows platform. PuTTY is open source
software that is available with source code and is developed
and supported by a group of volunteers.

D load PuTTY

2. Open PuTTY and connect to Synology NAS via SSH:
a. Inputthe IP address of your Synology NAS (retain the default port number) and click “Open”:
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b. The tasks to be executed needs to have root privileges. Perform the following steps:

i. Login as user with administrative rights.

ii. Once successfully logged in, temporarily elevate privilege by typing “sudo -i” and re-entering your password for the user
with administrative rights. This step is necessary to skip entering the password for each of the commands to be executed
in the succeeding steps.

iii. If successful, the user should appear “root@[nas_name]” on the left side of the prompt

iv. Sample output can be seen below:



192.168.192.168 - PuTTY = O W

B

Eﬁl.

Ly

Wt ot

e e e
Y B

c. Change to the shared folder by typing “cd /volumel/hdsentinel”:

INSTALL HDSENTINEL FOR SYNOLOGY NAS

1. Download prerequisites:



a. The DS216 PLAY has an ARM-based processor (which can be verified in the URL below):
i. https://kb.synology.com/en-global/DSM/tutorial/What kind of CPU does my NAS have

< > O M &) httpsy/kb.synology.com/er-global/DSM /tuto

DS216PLAY|

Synology ‘ Knowledge Center

DS216play STM STiH412 Dual Core 2 Yes = Monaco DDR3 1GB

b. Forthe DS216 PLAY, the ARM installer will be used. Get the URL of the download link by going to the URL below:
i. https://www.hdsentinel.com/hard disk sentinel linux.php
ii. Note the URL of the download link by doing any of the following:
1. Hovering the mouse on the download icon and noting the text in the status bar
2. Right clicking the link, then click “copy link”
3. Sample screenshot can be seen below:




Note that the spaces in hard disk model ID and serial number are replaced with underscore (_)

If you have any ideas, thoughts about the automatic processing of output or if you have complete script(s) you want to share with other users, please send a mail and it
will be published on this page with the name and credits of the sender of the script

Download Hard Disk Sentinel Linux

Hard Disk Sentinel 32-bit Linux console version - executable, gzip-compressed
Hard Disk Sentinel 64-bit Linux console version - executable, gzip-compressed
Hard Disk Sentinel Linux console version for Raspberry Pl (ARM CPU) - executable, gzip-compressed

Hard Disk Sentinel Linux console version for NAS boxes (ARMv5 CPU) - executable, non-compressed (see notes below)

Hard Disk Sentinel Linux console version for NAS boxes / Raspberry Pl 4 (ARMv7 CPU) - gzip-compresseg

[ Openlink in new tab
Hard Disk Sentinel Linux console version for NAS boxes / Raspberry Pl 4 64-bit (ARMv8 / ARM64 CPU) - executable, b
Can be used with Synology D220j and other Synology NAS models with ARMv8 CPU

Open link in new window

Open link in InPrivate window

I Open link as
Compatibility
Save link as.

Kermel support is required to detect and display information about SATA hard disks. This version was successfully tested]
Copy link

blackPanther OS v16.2 SE T4 Open in Immersive Reader
CentOS 5, 6 and newer

Fedora 5, 6,7, 8,9, 10, 15 and newer
Ubuntu 8.04 server kemnel 2.6.24-16-server, 9.04 ) Hit
Kubuntu 8.04
Xubuntu 8.04
Slackware 11.0
UHU Linux 2.1 Bitwarden
SuSe 10.2, SuSe 10.3 (SuSe 10.0 - NOT working, reports wanted)
Debian Lenny 5.0

Debian GNU/Linux 6.0.1 Squeez

Raspberry Pl (ARM CPU)

NAS boxes (ARM CPU). WD MyBook Live, D-Link DNS-320LW two bay Sharecenter, D-Link DNS-327L two bay Sharecenter, Seagate FreeAgent DockStar,
https://www-hdsentinel.com/hdslin/hdsentinel-armv7.gz Zyxel NSA320, Synology DS211. DSM 5.0-4493 update 3

. The latest version when this guide is written is version 7. The download link may be updated in case a newer version is
released

Add to Collections

Web select Ctrl+Shift+X

[ Web capture Ctrl+Shift+S

Lyl Inspect

2. Install hdsentinel for linux by using wget command and specifying the download link in the previous step
a. For this guide, the command is “ wget https://www.hdsentinel.com/hdslin/hdsentinel-armv7.gz”:

b. The installer will be downloaded and the successful download will look like the screen below:



c. After downloading the installer, perform the following steps to prepare the installer:
i. Decompress the downloaded installer by typing the command below:
1. “gunzip hdsentinel-armv7.gz”
a. The command doesn’t return any status, but should not raise any error
ii. Change permission for the downloaded installer by typing the command below:
1. “chmod 0755 hdsentinel-armv7”
a. The command doesn’t return any status, but should not raise any error
d. Sample screenshot after doing the previous steps to prepare the installer:

TEST IF HDSENTINEL IS WORKING FOR SYNOLOGY NAS

1. Typethe command below to check the report for the two (2) hard disks:
a. ./ hdsentinel-armv?7
b. There should be a detailed information for the two (2) hard disks, which can look like the screen below:



SCHEDULE BACKGROUND JOB FOR HDSENTINEL ON SYNOLOGY NAS

1. Typethe command below to edit the background job file:
a. vim /etc/crontab

b. The VIM editor will be displayed:




g -ab" 6L, 310B
2. Once inthe VIM editor, perform the following steps:
a. Press “down” arrow five (5) times to go down five (5) lines
b. Press “0” key to insert a new line
c. We would like to generate the hdsentinel report for the Synology NAS HDDs every ten (10) minutes. Paste the following lines in
the editor (right-click the mouse in PUTTY to paste the line):
‘ */10 * * * * root /volumel/hdsentinel/hdsentinel-armv7 -r /volumel/hdsentinel/hdsreport.html -htm|/

d. Sample output should look like below:




—— INSERT --

e. Press “ESC” key, then type the values “:wq”. The values should appear in the lower left part of the window:






DETAILED STEPS (HDSENTINEL FOR WINDOWS SETUP):

TEST IF HDSENTINEL IN SYNOLOGY NAS IS ABLE TO GENERATE A REPORT

1. Open Windows Explorer and go to the shared folder used by hdsentinel for Synology NAS to see if the background job has generated the
hdsentinel output report

B . Search Results in hdsentinel Mhds216play)

"‘ hdsreport.html \\ds216play\hdsentinel  Size: 57.9 KB
Date modified: 17/12/2022 6:50 PM

2. Openthe HTML in the previous step to see the report details:
a. Sample for Disk 1 (in same file):



Hard Disk Sentinel

www hdsentinel com

General Information

Application Information

Installed Version = Hard Disk Sentinal 0.18e
Current Dste And Time : 17-12-22 18:50:01

Computer Information

Computer Mama =
MAC Addrass

System Information

05 Wersion e} Linwe : 3.10.108 (342082 SMP Tue Oct 13 15:01:58 CST 202Z)
Process 1D : 25328
Uptime o

Physical Disk Information - Disk: #

Hard Disk Summary

Hard Disk Mumber : Li]
Hard Disk Diavics = deu/sds
[nterface = 5-ATA Gen3, B Gbps

Hard Disk Moae! 1D =

Firmware Revision

Hard Disk Senial Mumber

Total Size

Current Temperature N

Maximum Tempearature (duning Entire Lifezpan) =

Paower On Tima -

Estmated Remaining Lifetime = meore than 1000 days

Heaith - I 100 % (Excellent)
Parfarmance : I ¢ 100 % (Excellent)

The hard disk status is PERFECT. Problematic or weak sectors were not found and there are no spin up or data fransfer emors.

No acfions needed.

ATA Information

b. Sample for Disk 2 (in same file):



= L 1A u i £
| [=zo0 | Wit Error Rate |o | 100 | 253 |

r Physical Disk Information - Disk: #

Hard Disk Summary

Hard Disk Mumber 2 1
Hard Disk Device F Idevisdb
Interface Z S-ATA Gen3, B Gops

Hard Disk Mods! 1D
Firmwara Revisian

Current Tempersture
zimuen Termperature {dusing Entire Lifespan)
Power On Tima

Estimated Remainng Lifefime B more than 1000 days
Heaith : I ¢ 100 % (Excellent)
Performance - I 100 % (Excellent]

The hard disk statusis PERFECT. Problemalic or weak sectors were not found and there are no spin up or dais transfer armors.

No actions needed.

ATA Information

Hard Disk Cyfinders = 5814021

CONFIGURE SYNOLOGY NAS DISK MONITORING

1. Open hdsentinel for windows and go to the path below:
a. File -> Configure NAS Disk Monitoring



“»J Disk: Hard Disk Sentinel £.01 PRO
ﬂe i Disk.  View Report Configuration Help
e

-2

- : - = o W
Chedk for new version now | H’ ‘# | :__| JJ ﬂ‘
i#  Open status of offine disk(s) T o c
= Windows Volume RAID Information
L Drive Connecti | EventL 2
41 Drive Connection/Removal Event Log hcso0 178]
= Configure NAS Disk Monitoring [ Q
a Eat The

L

2. Click “Browse” and load the HTML file generated by the hdsentinel for Synology NAS:



Configure MAS Disk Monitaring

Specify Status Source(s) to monitor Metwork Attached Storage (MAS) disk drives.

appropriate disk drives like if they would be connected directly.

Status Scurce files contain complete status of hard disk drives, 5505, storage devices and Hard Disk Sentinel reads them to show the

Status Scurce files saved and updated on the MAS device, created by (for example) Hard Disk Sentinel Linux version.

The Auto Detect function automatically detects possible Status Source files (HDSReport.html) on available network drives.

Meore information: How to: monitor Network Attached Storage (NAS) status
Status Source Physical Disk(s) ’ Erowse
== \\ds220
¢ \\ds220 [ Add URL
[ Edit
’ Delete
l Test
Auto Detect ] ’ 0] 4 ] ’ Cancel

3. Click “OK”, the two (2) HDD drives in the Synology NAS should be seen in the main window:
a. Sample for Disk 1:

-~




g'w; Disle: 6, - Hard Disk Sentinel 6,01 PRO
Disk  Wiew Report Configuration Help

S ERARRETIEEE LI

_ 0 Chverview @ Temnperature % S.MART. -i(‘ Information =) Log o Disk Performance I._D Alerts

Q' % Hard Disk Summary
| Hard Disk Number BI

‘ Interface Network Attached Storage (NAS) 5-ATA Gen3, 6 Gbps
o I = Status Source W\ds21Bplaythdsentinel\hdsreport.html |

Hard Disk Model 1D
Firmware Revision

Hard Disk Serial Mumber
(v Total Size

e ATA, Information

Hard Disk Cylinders [
@ Hard Disk Heads

Hard Disk Sectors

ATA Revision
Q Transport Version

Total Sectors

Bytes Per Sector

Multiple Sectors

& Error Correction Bytes
Unformatted Capacity

Maximum PIC Mode

Maximurm Multiword DMA Mode

Highest Possible Transfer Rate 5-ATA Gen3 Signaling Speed (& Gps)
MNegotiated Transfer Rate S5-ATA Gen3 Sianaling Seeed (6 Gps)

Minimum multiword DMA Transfer Time

Recommended Multiword DMA Transfer Time

Q Minimum PIO Transfer Time Without IORDY
Minirmnum PIO Transfer Time With IORDY

QA‘D’\ Control Byte

@ ATA Checksum Value

b. ”Sample for Disk 2:



sia8 Disk: 7,

File

Disk  Wiew HReport Configuration

- Hard Disk Sentinel 6.01 PRO
Help

(I FRARAIL

OB

w8 2

| @ Oveniew & Temperature > SMART.

@

L]

1 Information =) Log @ Disk Performance [ Alerts

“e Hard Disk Summary

| Hard Disk Mumber

7|

Interface

Metwork Attached Storage (NAS) 5-ATA Gen3, & Gbps

I == Status Source

‘“Wds216playhdsentinel\hdsreport.html I

Hard Disk Model ID

| Firmware Revision

Hard Disk Serial Mumber
Total Size

“ow ATA Information
Hard Disk Cylinders
Hard Disk Heads
Hard Disk Sectors
ATA Revision
Transport Yersion
Total Sectors
Bytes Per Sector
Multiple Sectors
Error Correction Bytes
Unfarmatted Capacity
Maximum PIO Mode
Maximurm Multiword DMA Mode
Highest Possible Transfer Rate
Megotiated Transfer Rate

Minimum multiword DM&A Transfer Time
Recommended Multivord DMA Transfer Time
Minirmum PO Transfer Time Without IORDY
Minirmum P10 Transfer Time With [ORDY
QATA Control Byte
@ 274 Checksum Value

5-ATA Gen3 Signaling Speed (6 Gps)
5-ATA Gen3 Signaling Speed (6 Gps)

END OF GUIDE
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