Remote SMART Monitoring of the Netgear ReadyNAS using HDSentinel

This document describes how to use HDSentinel to remotely monitor SMART information from the
Netgear ReadyNAS. This has been implemented and found to work on a Netgear ReadyNAS RN
104 (ARMv7 based) running Netgear ReadyNAS OS 6.10.2

1. Enable SSH on the ReadyNAS
* Logon to the ReadyNAS via the web interface. Click the System tab. In Services, click SSH

* Select the checkboxes for Enable SSH and Enable password authentication. Click Apply
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Remote SMART Monitoring of the Netgear ReadyNAS using HDSentinel
2. Logon via SSH to the ReadyNAS
» If a SSH client on Microsoft Windows is needed, download and use Putty from
http://www.chiark.greenend.org.uk/~sgtatham/putty/
to logon to the ReadyNAS

See
https://support.rackspace.com/how-to/connecting-to-linux-from-windows-by-using-putty/

* On Linux use the ssh command to logon to the ReadyNAS
3. Download and setup the hdsentinelalarm software on the ReadyNAS
*  Verify that the Netgear ReadyNAS is based on an ARM processor

cat /proc/cpuinfo

£ root@readynas: ~ — O ot

If the model name in the output of the above command does not indicate an ARM based device, do
not proceed further.

The file downloaded from the link specified in the wget command below will only work on the

ARM based Netgear ReadyNAS devices and will not work on the Intel processor based Netgear
ReadyNAS devices.
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Create a folder "hdsentinel" using the following command
mkdir ~/hdsentinel

Change directory to the newly created "hdsentinel" folder:
cd ~/hdsentinel

Download the ARMvS5 version of hdsentinel as follows:

wget http://www.hdsentinel.com/hdslin/armv5/hdsentinelarm

Note: The ARMVS5 version of hdsentinel has been found to work as is on the ARMv7 based
ReadyNAS RN 104.

Make the downloaded file executable:
chmod 755 hdsentinelalarm

Check whether the downloaded file works:
/hdsentinelalarm

The output of the above command above should display information about the drives on
the ReadyNAS.

Identify a shared folder on the ReadyNAS that will hold the data output of the
hdsentinelalarm command. Note: This folder should be accessible either via SMB or NFS to
the PC on which HDSentinel will be used to remotely monitor the ReadyNAS
Change directory to the folder identified in the above step
cd Replace with the full path to the shared folder
Create a html formatted SMART report in the folder identified above

/hdsentinelarm -r HDSReport.html -html

This will create a HDSReport.html file in the folder

Verify that the file HDSReport.html is displayed correctly in a browser on the PC from
which the ReadyNAS will be monitored using HDSentinel.

Open a browser (Google Chrome / Firefox / Edge etc.) In the browser address bar type the
full UNC path to the file created in the command above.

As an example, type in:
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\\192.168.1.9\Disk4\data4\Documents\HDSentinelReports\HDSReport.html
in the browser address bar.

Copy and save the full UNC path into a text file before pressing enter. The full UNC path
will be needed in a subsequent step.

On pressing enter the browser will reformat the UNC path into the operating system
dependent format specification and then attempt to load the file.

If the shared folder on the ReadyNAS and it's contents are accessible over the network, the
HTML formatted report from HDSentinel on the ReadyNAS will be displayed.

1| B3 Hard Disk sentinel x
< O @ file//192.168.1.9/Disk4/datad/Documents/HDSentinelReports/HDSReport ht

®
Hard Disk Sentinel

General Information

Application Information

Installed Version : Hard Disk Sentinel 0.18
Current Date And Time 237-20 17:00:02

Computer Information

Computer Name :  readvnas
MAC Address )

System Information

: Linux: 4.4.184.amada.1 (#1 SMP Thu Sop 6 02:39:10 UTC 2019)
Process ID 31905

101929 sec (1 days, 4 hours, 18 min, 49 sec)

Physical Disk Information - Disk: #0: WDC WD60EFRX-68LOBN1

Hard Disk Summary

F
© 155 days, 21 hours
: more than 1000 days

The hard disk stalus is PERFECT. Problematic or weak seclor

No actions needed.

If a 404 error message is displayed, recheck that the shared folder on the ReadyNAS is
accessible and the file exists until entering the UNC path in the browser address bar
correctly displays the report created by HDSentinel on the ReadyNAS.

4. Setup HDSentinel on the PC to retrieve information from the ReadyNAS

Start HDSentinel on the PC.

From the File menu, click Configure NAS Disk Monitoring
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e Diske 2, CT300MX5005501 [2013E2 1] - Hard Disk Sentinel 5.30 PRO -

=9

° Overview @ Temperature “= S.M.ART, 3,/ Information =] Log @ Disk Performance @ Alerts

File || Disk View Report Configuration Help
} Check for new version now | '"| SJ h;‘l

® \!-,) Unregistered version. please register.

“s  QOpen status of offiine disk(s)
Windows Volume/RAID Information

1L Drive Connection/Removal Event Log Mo, Attribute Thre... Value Waorst Status Data Offset Enable
o‘l Read Error Rate 0 100 100 OK [Always... 000000000000 = 0 4
|1’ Configure NAS Disk Monitoring | 5 Reallocated Sectors Ca... 10 100 100  OK 000000000000 - 0 |+
8 Exit 9 Power OnTime Count 0 100 100 OK [Always.. 000000000021 = 0
12 Power Cycle Count 0 100 100 OK (Always... 000000000010 = 0 |4
Temp.: 36°C G: [GDrive] 171 Program Fail Count 0 100 100  OK [Always..000000000000 -0 |+
CT500MX50055D1 (465.8 GB) Disk: 2 172 Erase Fail Count 0 100 100 OK [(Always.. 000000000000 =| 0 |4
o Health: 100 % 7 173 Wear Leveling Count 0 100 100 OK [Always.. 000000000001 - 0 4
. 174 Unexpected Power Loss..0 100 100 OK [(Always.. 000000000001 =| 0 |4
flEmE 41°c D= [DDrive], | @150 Unused Reserve (Spare)..0 0 0 OK [Always...000000000023 =0 [+
183 SATA Interface Downsh...0 100 100 OK [Always... 000000000000 = 0 4
184 Error Correction Count 0 100 100 OK [Always.. 000000000000 = 0 |4
187 Uncorrectable Error Co... 0 100 100 OK [Always.. 000000000000 = 0
194 Controlled Temperature 0 59 48 OK [Always...003400000029 = 0 |4
195 Reallocation Event Count0 100 100 OK [Always...000000000000 = 0 4
197 Current Pending Sector...0 100 100 OK (Always... 000000000000 = 0 |4
188 Lincarrectahle Frear Ca... 0 00100 OK (Alwavs... 00000000000 =l n 4
Read Error Rate
Flags
& (99.4 GB) ~ 1 Self Preserving, Error-Rate,
- : Performance, Statistical, Critical
Free Space -
D: [DDrive] (363.8 GB) J Show values
Fee Space : ) SE— I I
F: [FDrive] (2794.4 GB) g 8 2 S
Free Space IETEYTEIN © 5 5 5 & Display data field
G: [GDrive] (4364.5 GB) v = = & &

Status last updated: 22-07-2020 Wednesday 17:03:06

Click the Add URL button.

|
e

File Disk \View Report Configuration Help

“s EI P H o X “_/ | = G . | g @/ | ® L Unregistered version. please register.
WDC WD30EZR] Configure NAS Disk Monitoring X
0 Health: Specify Status Source(s) to monitor Network Attached Storage (NAS) disk drives. I
Temp.: Status Source files contain complete status of hard disk drives, 55Ds, storage devices and Hard Disk Sentinel reads them to show the [
WDC WDGOEZR] 2PPropriate disk drives like if they would be connected directly. b o
o Health: Status Source files saved and updated on the NAS device, created by (for example) Hard Disk Sentinel Linux version.
Temp.:
E The Auto Detect function automatically detects possible Status Source files (HDSReport.html) on available network drives.
CT500MX50055|
o Health: More information: How to: monitor Network Attached Storage (NAS) status
Temp.: Status Source Physical Disk(s) ’ Browse ]
( Add URL |
( Edit ]
[ Delete ]
C:
[ Tet ]
Free Space
D: [DDrive]
Free Space Auto Detect ] ’ oK ] ’ Cancel ]
F: [FDrive] AGE] | g g g g |
[ [ r~ [
Free Space [ITFTTIEN 2 3 g 3 Display data field
G: [GDrive] (4564.5 GB) v

Status last updated: 22-07-2020 Wednesday 17:03:06
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Enter the full UNC path including the file name of the SMART report file on the ReadyNAS or
copy and paste the UNC path saved before testing visibility of the SMART report file in the
browser.

|
e

File Disk View Report Configuration Help

J El ® 5 o “_, ‘ __I 4‘] . g @.y @ \!-,) Unregistered version. please register.
WDQ Configure NAS Disk Monitoring * Alerts
H E
o - Specify Status Source(s) to monitor Network Attached Storage (NAS) disk drives. Enable
Status Source files contain complete status of hard disk drives, S5Ds, storage devices and Hard Disk Sentinel reads them to show the [
WDQ appropriate disk drives like if they would be connected directly. b ot
o Hi Status Source files saved and updated on the NAS device, created by (for example) Hard Disk Sentinel Linux version.
T
The Auto Detect function automatically detects possible Status Source files (HDSReport.html) on available network drives.
cT50
° H{ More information: How to: monitor Network Attached Storage (NAS) status
T
Status Source Physical Disk ’ Browse ]
= \1192.168.1.9\Disk4\ datad'Documents\HDSentinelReports\HDSReport.html 4
( Add URL ]
v
( Edit ]
’ Delete ] =
[ ng, Error-Rate,
Free§ | € > ’ Test ] B. Statistical, Critical
D: [DDriy L
Free § Auto Detect ] ’ OK ] ’ Cancel ]
F: [FDriver ETSFEUnT T = =t o = T
Free Space INIRTETENN O - 5 5 g . :
P =L 2 3 = & Display data field
G: [GDrive] (4364.5 GB) v

Status last updated: 22-07-2020 Wednesday 17:07:30

Click OK
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HDSentinel will display the SMART information from the ReadyNAS

e Disk: 3, WDC WDEOEFRX-68LOBN1 [WD-WX21 ] - Hard Disk Sentinel 5.30 PRO - m] X

File Disk View Report Configuration Help

S JJ P = €

N i El “./ = -JJ >
WDC WD60EZRZ-00GZ5B1 (5589.0GB) | » | @ Overview @ Temperature % SMART. L) Information =) Log @@ Disk Peformance [ Alerts

@ Helth 100.% Dek

w
o

g @,‘ @ S V) Unregistered version, please register. -~

' . Mo Attribute Thre... Value Worst Status Data Offset Enable
Temp.: 36°C G: [GDrive @1 RawReadErorRate 51 200 200 OK Unregistered version, p...=| 0 |4 s
CT500MX50055D1 (465.8 GB) Disk: 2 °3 Spin Up Time 21 197 196 OK 000000002394 = 0 4
Health C 4 Start/Stop Count 0 100 100 OK [Always...Unregistered version, p..== 0 ==
@ catth: 100 % " ; @5 Reallocated Sectors Ca.. 140 200 200 OK 000000000000 - 0 [4
Temp.: 38°C D: [DDrive 7 Seek Error Rate 0 200 200  OK [Always..Unregistered version, p..== 0 ==
WDC WD60EFRX-68LOBN1 (5589.0 GB) 9 Power OnTime Count O 95 95 OK [Always...000000000E84 = 0 &=
o Health: 100% Disk: 3 °1D Spin Retry Count 0 100 100 OK [Always...Unregistered version, p..== 0 ==
T . 11 Drive Calibration Retry ... 0 100 253 OK [Always...000000000000 = 0 4
emp-: ar=c 12 Drive Power Cycle Count O 100 100 OK [Always...Unregistered version, p..== 0 ==
'WDC WD60EFRX-68LOBN1 (5589.0 GB) 192 Power off Retract Cycle .0 200 200  OK [Always...000000000007 = 0 4
o Health: 100 % Nicks d 193 Load/Unload Cycle Cou...0 200 200  OK [Always..Unregistered version, p..== 0 ==
Temp.: BeC 194 Disk Temperature 0 111 106 OK [Always.. 000000000029 = 0 4
L= 0196 Reallocation Event Countd 200 200  OK [Always...Unregistered version, p..== 0 ==
WDC WD40EFRX-68N32N0 (3726.0 GB) @ 197 Current Pending Sector...0 200 200 OK [Always...000000000000 = 0 |4
o Health: 100 % Disk: 5 0198 Off-Line Uncorrectable .0 100 253 OK [Always...Unregistered version, p..== 0 ==
Tempe a2°C 199 Ultra ATA CRC Error Co... O 200 200 OK [Always...000000000000 - 0 [4 v
WDC WDA40EFRX-68N32N0 (3726.0 GE) Raw Read Error Rate
o Health: 100 % Disk: 6 T Flags
Temp.: 39°C v Self Preserving, Error-Rate,
Performance, Statistical, Critical
G (99.4 GE) " o
Free Space 58.2 GB Disk: 2 [ Show values
D: [DDrive] (365.8 GB) e é _______________________________
[=1
Free Space 268.5 GB Disk: 2 o
= Display data field ks
F: [FDrive] (2794.4 GB) g REVIC
Frec Gna-c IRV EY-TEEE s

Status last updated: 22-07-2020 Wednesday 17:0%:32

5. Create a scheduled task to have HDSentinel on the ReadyNAS automatically generate and
update the SMART information report.

¢ Edit the crontab file;
crontab -e
¢ Add the line below to the end of the file

*/15 * * * * /root/hdsentinel/hdsentinelarm -r
/Disk4/data4/Documents/HDSentinelReports/HDSReport.html -html >/dev/null 2>&1

Notes:

(i) The entire command should be one continuous line and not two as shown which is due to
the document formatting.

(ii) The above command runs the hdsentinelalarm command every 15 minutes to generate
the SMART report into the HDSReport.html file in the network share location.
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Replace
the periodicity */15,
the location of the hdsentinelalarm file
the location and name of the SMART report file HDSReport.html

as appropriate.

Save and exit.
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